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AyteHntuduxanms

besonacHocTs nH(popMaun

l'ocynapcTBeHHas
nH(pOpMaAIIMOHHAS CUCTEMA

Hoctyn k uadopmanmu
JocTynHoCTh

3ammta uHpOpMaIuu
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amuniaemas uHpopManus

Wnentudukarnuys

HNudopmarmonnas cucrema

NudopmarmoHHbie pecypchl

WudopmanmonHble
TEXHOJIOTUH

WNudopmanus

Kontponupyemas 30Ha

KonduaeHunaabsHOCTh

O06paboTka nepcoHaTbHBIX
JTAHHBIX

TEPMHMHDLI U OITPEJEJEHUSA

JleiicTBUS 1O TPOBEpPKE MOMJIUHHOCTH CYObEKTa JOCTyIa
B MH(OPMAITMOHHON crcTeMe
CocTosiHue  3alIMIIEHHOCTH
oOecrieueHbl  €e
U 1IEJIOCTHOCTD
WudopmarimonHas cucremMa, co3jilaBaeMasi B IEJIAX pealli3aiiu
MOJTHOMOYHI roCy/1apCTBEHHBIX OpTraHoB
u obecrieueHuss oOMeHa WHpOpPMAHEH MEXAY JTHMH
OpraHaMH, a TaKXe B MHBIX YCTAaHOBIICHHBIX (elepaTbHBIMU
3aKOHAMHU IeJIsX

Bo3MoxHOCTS TOTyYeHHUS HHPOPMAIH U €€ UCTIOIb30BaHUS
CocrossHue wuH(pOpMAIMH, XapaKTEpU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M UH(GOPMAIMOHHBIX TEXHOJOTHM
o0ecrieunBaTh OECHPENATCTBEHHBIM MOCTYNn K WH(opManuu
CyOBEKTOB, UMEIOIIUX HA TO TTOTHOMOYHS

3amuTta MH(QOpPMAaLMM, HAmNpaBieHHas Ha MPEIOTBpPALICHHE
MONy4YeHUs 3alluIiaeMoi MH(OpMallUK 3auHTEPECOBAaHHBIMU
CyOBEKTaMU C HAPYIICHUEM YCTAHOBIIEHHBIX HOPMATHUBHBIMH
U TPABOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JagaTelIsIMu
uH(pOpMaIMU TpaB WM TPABWI pa3rpaHUYCHUS JOCTYIa
K 3allMInaeMoi nHdopmaruu

uH(popMaluu,
KOH(HJICHIIMATBHOCTb,

IIpU KOTOPOM
JOCTYIHOCTh

Wndopmanusi, sBAAOWIASACS MPEIMETOM  COOCTBEHHOCTHU
U MOjJIeXKalas 3aliuTe B COOTBETCTBUM C TpeOOBaHUSIMU
IIPABOBBIX JIOKYMEHTOB WIH TpeOOBaHUSAMH,

yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM HMH(OpMaIuu
[TpucBoenue cyObekTaM U 00bEKTaM AOCTYIa UIeHTU(UKATOpa
U (UIM) CcpaBHEHHE NPEIbABISEMOrO HJAEHTH(HUKATOpa
C TepeyHeM PUCBOCHHBIX HICHTH()HKATOPOB

COBOKYMHOCTh cojiepskaleiicss B 6a3zax JAaHHBIX MH(DOpMALIUU
u obecrieunBaronMx ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenpHbIE AJOKYMEHTBI M OT/IEIbHBIE MAacCHBBI JTOKYMEHTOB,
JOKYMEHTBl W MAacCHUBBI  JIOKYMEHTOB, COJeprKaluecs
B MHPOPMAIIMOHHBIX  cHcTeMax (OuOimorekax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, THPOPMAIIMOHHBIX CHCTEMaX JIPYTHX
BHJIOB)

[Ipomecchr, meroapl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MIPEIOCTaBIICHUS, PACTIPOCTPaHEHUSI UHMOPMAIIMK U CITOCOOBI
OCYIIIECTBIICHUS TAKMX MPOIECCOB U METO/IOB

Cenenus (cooOrenus, JTAHHBIC) HE3aBUCUMO
OT (OPMBI KX TIPE/ICTABICHUS
[MpoctpancTBO  (TEppUTOpHUsS, 3lIaHHWE, YacTh  3JaHUS),

B KOTOPOM MCKJIIOYEHO HEKOHTPOJIUPYEMOe MpeObIBaHUE JIUII,
HE HMEIONIUX IMIOCTOSIHHOTO WJIM  Pa3oBOro  JOIYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

OO0s3aTenbHOE IS BBITIOTHEHUS JTUIIOM, MOTYYHBIIUM JOCTYII
K omnpeneneHHon wHdopmaluu, TpeOoBaHWE HE IMepeaaBaTh
Takyl0o HH(pOpMalMio TPeThbUM JHIlaM 0e3  coryiacus
ee obnanaTens

HeticTBust (orepaiuu) ¢ MepCOHATBLHBIMU JaHHBIMH, BKJIFOYAst
cOop, cucTeMaTH3alMI0, HAKOIUIEHUE, XpPaHEHHE, YTOUYHEHHE



Omnepatop

HepCOHaJ'IBHBIC JaHHBIC

Yrposa 6e3omacHocTH
nHpopmaruu

Y 93BUMOCTD

IlenoctHOCTH

(oOHOBJICHHE, U3MEHEHHUE), UCTIOIB30BaHKE, PACITPOCTPAHEHNE
(B TOM wumcie mepenady), o0e3NWYMBaHUE, OJIOKUPOBAHHUE,
YHUYTOXKEHUE TEPCOHATBHBIX JTaHHBIX

TpaXIaHWH WJIA FOPUIMYECKOE JIMIO, OCYIIECTBIIIONINE
JEeSITeNFHOCTh MO IKCIUTyaTalli WH()OPMAIMOHHON CHCTEMBI,
B TOM 4YHClIe MO 00paboTke HWHQOpPMAIUU, COAepIKalIencs
B ee 0a3zax JaHHBIX

Jlrobas mHdopmanus, oTHOCAUIASCS K MPSMO WJIM KOCBEHHO
OIpEICIIEHHOMY WJIH ONpeNensieMoMy (GU3NIECKOMY JIUILY
COBOKYNHOCTh ~ YCIIOBUH M (PaKTOpOB,  CO3JAIOLINX
MOTEHIUATbHYIO W peaibHO CYILIECTBYIOILYIO
OIIaCHOCTb, CBS3aHHYIO ¢  yTeukod  uHpopmaiuu
W/WIIM HECAaHKIMOHUPOBAHHBIMHU /WM HEMPEeJHAMEPECHHBIMA
BO3IECHCTBUIMH Ha HEE

Henocrarok (cmabocth) MIPOrpaMMHOTI0
(IporpaMMHO-TEXHUYECKOT'0) CPeICTBA MM MH()OPMAITMOHHOMH
CUCTEMBbl B II€JIOM, KOTOpBI (KOTOpas) MOXKET OBITh
UCMOJIb30BaHa Uil peald3alud  Yrpo3  0e30MacHOCTH
uHpOpMaITUU

VYceroitunBocth  WMHGOpMAMKM K HECAHKIMOHHUPOBAHHOMY
WIH CTy4aifHOMY BO3JICHCTBHUIO Ha Hee B Iporecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3YIbTaTOM KOTOPOT'O MOXKET
ObITh YHUUTOXKEHUE U UCKAXKEHHE HHPOpMAaLIUU



I'OCTP
IHonutuka

I'BOY mxkona Nel65
®dCBb Poccun
DOCTDOK Poccun

OBO3HAYEHUA U COKPAIIIEHUSA

Tl'ocynapcrBennsbiit crannapt Poccuiickoit deneparuum

[Nonmutuka wuHoOpMannoHHOM O6e3omacHOCTH ['OCynapCTBEHHOTO
Oro/KeTHOr0  00I1e00pa30BaTeIbHOTO  YUPEXKICHUS  CpelHel
obmeoOpazoBaTenpHON mKoIbI Nel65 TIpumopckoro paitona CaHKT-
[TetepOypra

I'BOY mikoma Nel65 IMpumopckoro paiiona Cankt-IletepOypra
®denepanbHas cnyxkoba 6e3onacHoctn Poccuniickoit deneparuu
®enepanpHas cilyk0a 10 TEXHUYECKOMY U HKCIIOPTHOMY KOHTPOJIIO



1 OBIIME ITOJIOKEHUSA

Hacrosimas [Tonutuka siBasieTcss JOKYMEHTOM, ONPEIeNIONUM HallpaBIeHHs e TeIbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHOW  O€30MACHOCTM W MPEJACTaBIsIeT  COOOMU
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIBKO MpaBUJI, MPOLEIYpP, NPAKTUUYECKUX MPUEMOB U PYKOBOAALIMX MPUHIMIIOB, KOTOPHIMU
pykoBoactByercs ['BOY mkoma Nel65, a Takke OpraHM3allMOHHBIX, TEXHOJIOIMYECKHX U
MIPOLEAYPHBIX aCIIEKTOB o0ecreueHrs NHPOPMaIIMOHHOW O€30MacHOCTH.

Ilonoxenus  Hactosmed IlomuTuku He  paclpoCTpaHSIOTCS Ha  obecrieyeHue
MH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIIAIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOU 3amaueii B obOnactu wmHpopmanmonHod Oe3omacHocTn ['BOY mkoma Nel65
IIPU3HAET COBEPILIEHCTBOBAHWE MEp M CpPEACTB  oOecneueHus  3aluThl  MH(OpMAaIH
uHpopMaunoHHbix pecypcoB I'BOY mkoma Nel65 B KOHTEKcTe pa3BHTHS 3aKOHOJATEIbCTBA
Poccuiickoii @enepaniii 1 HOPM DPETYIUPOBaHUS WH(OPMAIMOHHON [EATENIbHOCTH B TEKYILIUX
yCIOBUAX (PYHKIIMOHUPOBAHMSI NH(OPMALIMOHHOTO MOJIS.

[Tpu pazpabotke [10MMTUKK YUUTHIBAIUCH OCHOBHBIE MPUHIIUIIBI CO3/IaHUSI CUCTEM 3alllUThI
UHGOPMAIIMN,  XapaKTePUCTUKM W BO3MOXKHOCTH  OPTaHU3AI[MOHHO-TEXHUYECKUX  Mep
U COBPEMEHHBIX ITPOrPaMMHBIX U allllapaTHO-TIPOrPAMMHBIX CPEJICTB 3aILUThI HHPOPMALUH.

B pamkax cBoeii nesrenbHocTH ['BOY mkoma Nel65 o0s3yeTcst mpeanpuHUMAarh Bce
BO3MOXKHBIE MEPBI JUTSI 3alIUTHl HH()OPMAIMH OT YTrpo3 O€30MaCHOCTH WH(POPMALIUH.

TpebGoBanus nHGOPMAIIMOHHON 0€30MaCHOCTH, COOTBETCTBYIOT HEsAM jAestenbHoctu [ BOY
mkosnbl Nel65 M mpenHazHaueHbl Ui CHMDKEHHMSI PUCKOB, CBA3aHHBIX C pealu3alued yrpos
6e30macHOCTH MH(POPMAITUH.

[Tonmutuka nocrynHa BceM pabotHukam ['BOY mikonel Nel65 u BceM monb30BaTeisiM €ro

pecypcoB.
2 1EJIA U 3AJJAYM OBECHEYEHUA HH®OPMAIIMOHHON BE3OITACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIIEHUH

CyObektamMu npu obecriedeHnr wHGopManuoHHoN Oe3zomacHocTd B ['BOY mkome Nel65
SIBJISTFOTCSI

PaOOTHUKYU CTPYKTYPHBIX MOApa3ieNIeHu (B TOM YHCIIC YBOJICHHBIC);

rpaxaaHe, paboTarolue Mo J0roBopaM rpak 1aHCKO-TIPAaBOBOI'0 XapaKTepa;

¢usnyeckue MIA, MPEJACTaBUTENM KOHTPAareHTOB B pPAaMKaxX MCIIOJHEHHUS JIOTOBOPHBIX
0053aTeIbLCTB;

¢dbuzmdeckue nuia, nogasme odpamenue B aapec ' bOY mkomnsr Nel65;

IOPUIMYECKUE JIMLA, B PAMKaxX HCIIOJIHEHHs JOTOBOPHBIX 0053aTENbCTB UM BO HUCIOIHEHUHU
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAATENLCTBA Poccuiickoit denepanuu;

OpTaHbl TOCYJapCTBEHHOM BIIACTH.

O0bexTbl HHPOPMANMOHHBIX OTHOLICHHUH

OO6bexTamu HHPOPMALMOHHBIX OTHOIICHHUMN SBIISIFOTCS

uHpopmarmonnsle pecypcbl 'bOY mikoms Nel65;

rocy/lapcTBeHHble  HH(pOpMAIMOHHbIE  cucTeMbl  OmepaTopoM  KOTOPBIX  SIBJSIETCA
I'BOY mikona Nel65;

nporeccbl 00paboTkn uHpopManuu B HHGOpManuoHHbIX cuctemMax ['BOY mkomer Nel65,
UH(GOPMAIIMOHHBIE TEXHOJOTHHU, pEeriaMeHThl W Tpoleaypsl cOopa, o0pabOTKH, XpaHEHHS
U miepeiaun nHPOpMaluu;

uHpopManmoHHasi HMH(QPACTPYKTypa, BKIIOYAIOIIAs CUCTEMbl OOpaOOTKH, XpaHEHUS
U aHanu3a nHpopMalliu, IporpaMMHbIe U IPOrPaMMHO-AIapaTHBIE CPEJICTBA, B TOM YHCIIE KaHAIbI
CBSI3U U T€JICKOMMYHHUKALIUH;

CUCTEMbI U CPEJICTBA 3alllUThl HH(OPMaLUU, OOBEKTHl U IOMELIEHHS], B KOTOPBIX Pa3MeELIeHBI
cpencTBa 00paboTKku HH(POPMAIIHH.

enu o0ecneyenust HHGpOPMALIUOHHON 0€30IACHOCTH

OcHoBHOI 1enbI0 obecrnieueHus uHPpopMmanmoHHOM OezonacHocTH ['BOY mkomsr Nel65
SBIISIOTCA JICHCTBUS, HANpPAaBIIEHHbIE HA JIOCTHXKEHHE 3allIUThl CYOBEKTOB HMH(OPMALMOHHBIX



OTHOILIEHUH OT BO3MOXKHOI'O HAHECEHUSI UM MaTepUabHOr0, (PU3NUECKOro, MOPAJIHLHOrO WJIM UHOTO
yiepba, TOCPEACTBOM CIYYalHOTO WM TPEJHAMEPEHHOr0 BO3JACHCTBUS Ha HWHGOpPMAIIHIO,
B TOM YHCIIE!

obecrieueHus OTKa30yCTOWYMBOTO (YyHKIIMOHUPOBAHUS MIPOTPAMMHBIX
U annapaTHo-niporpaMMHbIX cpeacTB ['BOY mikonbsr Nel65 u npenocTaBiseMbIX CEPBUCOB;

COOJIIOZICHHS TIPAaBOBOI'O0 pPEXHMMa HCIIONb30BAaHUS MAcCCHBOB M CPEACTB  00pabOTKH
nHpopmanuu;

MPEIOTBPAIICHHUS] peanu3aluy  yrpo3 0e30MacHOCTH HWHGOpManuu TpHU  OCYIIECTBICHUU
nesteabHocTd ' BOY mikomsr Nel65.

3agauu obecneyeHusi UH(PpOPMALMOHHOI Ge30MACHOCTH

JlocTmkenue 1eneit odecrieueHUs: HHGHOPMAITMOHHON 0OE30MacHOCTU U CBOWCTB MH(pOpMAIUH,
I'BOY mikonsl Nel65 pemaercs caeayronumMu 3aa4aMu

3alUThl OT HECAHKIMOHUPOBAHHOIO JJOCTYIA K MH(GOPMAILMOHHBIM pecypcam;

pasrpaHMUYCHMsI JOCTYIa IMOoJIb30BaTeNneil K MHQOPMaIMOHHBIM, allapaTHbIM, IPOrPAMMHBIM
U MHBIM pecypcam;

perucTpalMi M TEepUOJUYECKOr0 KOHTPOJS JAeHCTBUH ToJb3oBaTenell mnpu o0paboTke
3aIUIIaeMoi HHPOPMAaIUK U MEPUOJMYECKUN KOHTPOIb KOPPEKTHOCTH UX JCHCTBHIA,

KOHTpOJISI LIEIOCTHOCTH CpEAbl MCIIOJIHEHMs] MpPOrpaMM M €€ BOCCTaHOBJIEHUE B Cllydae
HapyIICHUS;

obecriedeHuss ayTeHTU(UKAUM W  MJICHTU(UKALUU  [OJb30BaTeNel, y4acTBYIOIIUX
B MH(OPMALMOHHOM OOMEHE;

obecrieueHus HCIIPABHOCTH MIPUMEHSIEMBIX B WH(POPMAITMOHHBIX cucTeMax
I'bOY mkonsr Nel65 cpenct 3ammTsl HHPOPMAITUH;

CBOEBPEMEHHOI'0 BBISIBIIGHUE MCTOYHHKOB YIpo3 Oe30MacHOCTH HH(OpMaIH, HTPUYHH
U yCIOBHH, CIOCOOCTBYIOIIMX  HAHECEHUIO  yliepbda  3aMHTEPECOBAHHBIM  CyObeKTaM
MH(OPMaIMOHHBIX OTHOIICHHUIA;

CO3JITaHMEM CITy’KObI MOHMTOPUHIA M pearupoBaHUs Ha yrpo3bl 0€30MaCHOCTH MH(OpMAaILUU
Y HETaTUBHBIE MOCJIEJCTBUS,

CO3/IaHUEM YCIIOBUH UII MUHMMH3AIMH HAHOCUMOTO yilepOa HempaBOMEPHBIMH JACHCTBUIMU,
U yCTpaHEeHHUE MOCIEICTBUI HapyleHus nHpopMannoHHoi 6e3omacHocTH B 'BOY mkone Nel65.

Pemenue BoienepeuncieHubix 3a1a4 B 'bOY mkone Nel65 ocyiiectBisieTcss nocpeiacTBOM:

yudeTa BceX MOAJIeKAaIUX 3aluTe HHPOPMAIIMOHHBIX PECYPCOB;

KYpHAIUPOBAHUS JEHCTBUI MEPCOHANA, OCYHIECTBISIONIEr0 00CTyKMBaHUE U MOIU(DUKAITUIO
MPOrPaMMHBIX M ITPOrPAMMHO-AIMAPATHBIX CPEICTB HH(POPMAIIMOHHBIX CUCTEM;

peryiaMeHTaluK MpoIeccoB 00padoTku mHpopmaruu, aeicTBuil padotarkoB ['bOY mikomsl
Nel65, ocymiecTBASIOMMX HKCIUTyaTAllMIO MPOrPAMMHBIX U MPOrPaMMHO-aINNapaTHBIX CPEACTB, HA
OCHOBE YTBEPIKICHHBIX OPTaHU3aIMOHHO-PACIIOPSIUTEIBHBIX TOKYMEHTOB T10 3alIUTe HHPOpMaInH;

Ha3HAYEHUS U MOATOTOBKON PaOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3AIIMIO0 U OCYIIECTBIICHUE
MepOonpUATHii o obecnieueHuo nHpopMannoHHoi 6e3onacioct B ' BOY mikone Nel65;

HAQJICICHUSI KAXKAOro pabOTHUKA MHUHHMAJIbHO HEOOXOAMMBIMU TIpaBaMH Tpu pabore
B HHGOPMAITMOHHON MHGPACTPYKTYPE COTIACHO UX JOMKHOCTHBIM OOsI3aHHOCTSIM;

COOJIOZICHNS BCeMU paOOTHHUKAMU, SKCIUTYaTUPYIOUTUMH U 00CITY>KUBAIOLUIMMHU MPOrPaMMHbBIE
U OporpaMMHO-almapaTtHble  CpelNCcTBa, TpPeOOBaHMN  OpPraHMU3ALOHHO-PACHIOPSIUTEIbHBIX
JOKYMEHTOB I10 BOIIpocaM obecriedeHnsi HHPOpMAIMOHHONH 6€3011acHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTHIO Ka)KJOr0 pabOOTHHKA 3a CBOM JEUCTBUS, y4acCTBYIOLIEIO
B paMKaxX CBOMX (PyHKIMOHAIBHBIX OOS3aHHOCTEH B IpOIECCaX aBTOMATH3MPOBAHHOW 00pabOTKH
HH(OpMaIMK ¥ UMEIOIIETro JOCTYI K pecypcaM HH(POPMAIIMOHHBIX CUCTEM;

peanu3alyell TEeXHOJOTMYECKUX IPOLEcCOB 00paboTKM MHQPOPMALUU C HCIOJIB30BAaHUEM
KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKUX MEp 3allUThl IPOrpaMMHOro  oOecreuyeHus,
MIPOrpaMMHO-aIlNapaTHBIX CPE/ICTB;

MPUHATHUS MEp MO 00eCTIeYeHUI0 (PU3NUECKOM IIeTOCTHOCTH IPOrpaMMHO-alapaTHbIX CPEICTB
MH(POPMALMOHHBIX CHCTEM U TIOJ/Iep’)KaHNEeM HE0OXO0IMMOTr0 YPOBHS 3aIIUIIIEHHOCTH KOMITOHEHTOB;

UCIOJIB30BaHUS MPOrPAMMHBIX M MPOrPAaMMHO-AIIAPaTHBIX CPEACTB 3alUThl MH(POpPMALUH



obopabarsiBaeMoM B ' BOY mikone Nel65u aaMHUHUCTpaTHBHON MOAIEPKKONW UX UCIIOIB30BAHUS;

KOHTpOJIA ~ COONMIOJIEHUS  TOJNB30BaTeNsIMH  HMH(DOPMAIIMOHHBIX  CHCTeM  TpeOoBaHUI
1o obecreyeHno HHPOPMAITHOHHOM 0€30MaCHOCTH;

MpoBeJIcHHS aHau3a d(H(HEKTHBHOCTH MPUHATHIX MEp 3aIIUTH HH()OPMAITUU B TIPUMEHSIEMBIX
cpencts 3amuThl nHPopmaruu B 'BOY mkone Nel65;

pa3paboOTKu W peanu3aluu TPEUIOKCHUH 10 COBEPIICHCTBOBAHUIO CHUCTEM  3aIlIUTHI
nadopmaruu B 'BOY mxomne Nel65.

3 MPUHIMUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOMN BE3OINACHOCTH

Ob6ecrieuerrie MHPOPMAIIMOHHONW 0€30MaCHOCTH, JOJDKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJIEIyIOIIMMU OCHOBHBIMU MPUHLUIIAMHU:

IIpyuHIMN 32aKOHHOCTH

[Tpu BBIOOpE MepoONpHATHN MO 3amuTe WHPOPMALMH, JTODKHO COONIONAThCS JEHCTBYIOIIEE
3aKoHOAaTeNnbCcTBO Poccuiickoit @eneparuu B cepe 3auThl HHGOpMAIUH.

Bce paOoTHHKHM JOMKHBI UMETh IMPEACTaBIeHHE 00 OTBETCTBEHHOCTH 3a IPaBOHAPYIICHHS
B cepe 3amuThl nHGopmaruu. [IporpaMMHo-anmapaTHbie cpeacTBa, npuMenseMbie B [ bOY mikone
Nel65, mHOmMKHBI WMETh COOTBETCTBYIOIIME JIMIEH3WH, OQHUIMAIBLHO MPHOOpETaThCcs Y
npeacTaBuTeNnell pa3paboTUNKOB 3THX CPEACTB WM SBISTHCS MHTEIEKTYabHOM COOCTBEHHOCTHIO
I'bOY mkonst Nel65.

IIpuHIUN CMCTEMHOCTH

[Ipu cozmaHum cUCTEMBbI 3alUTHI JOKHBI YUYUTHIBATHCA aKTyaJbHbIE YTPO3bl 0€30MacHOCTH
nHdopMaIuu, BO3MOXKHBIE OOBEKTHI M HANpPaBIECHUS aTaKk Ha HEE CO CTOPOHBI HAPYIIUTENEH.
CucTema 3aIiThl JODKHA CTPOUTHCS C YYETOM HE TOJIBKO M3BECTHBIX KAHAIOB YTEUKH HH(OpMAaIiH,
HO U C y4ETOM BO3MO>KHOCTH TOSIBJICHUS HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM 00€CIICUEHHH.

IMpuHIMI KOMIIEKCHOCTH

KomrmnexkcHoe ucmonb30BaHUE CPEACTB 3alIUTHl WH(OpMAIMK MPEanonaraeT CorlacoOBaHHOE
MIPUMEHEHHE MPU MOCTPOSHUH LEIOCTHON CUCTEMBI 3alIUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE
yrpo3sl 0ezomacHOCTH HMH(OpManuu. 3ammra JO0MKHA CTPOUTHCS SlIenoHupoBaHo. Dusndeckas
3alTa J0JKHA 00ecieunBaThCs (PU3NYECKMMHU CPECTBAMU M OpraHU3allMOHHBIMU MEpaMHU.

[Ipu noctpoeHuu, BHEAPEHNUN U SKCIUTyaTallkd CUCTEMBI 3alIUThl HH(POPMAIIUN PYKOBOICTBO
I'BOY mkonsr Nel6506ecnieunBaet ycnoBus 1ist 3G(HEeKTUBHON KOOpIAUHAIIMHN JEHCTBUI BCeX JIHII,
00ecrneunBarIUX HHPOPMAIIMOHHYIO 0€30aCHOCTb.

I[IpuHuMN cBOEeBpeMEeHHOCTH

Pa3paboTrka cuctemsl 3amMThl HHPOPMALMK JOHKHA BECTUCH MAapaIeNbHO ¢ pa3paboTKoit
U MHPOPMAIMOHHOW  CHCTEMBL. OTO TIO3BOJUT  y4ecTb TpeOoBaHHsA  0OE30MaCHOCTU
IpU TPOCKTUPOBAHWHM AapXHUTEKTYyphl M, B KOHEYHOM cueTe, co3larh Oonee 3(PQPeKTHBHBIE
UH(GOPMAIIMOHHBIE CUCTEMBI, 00J1a1a011e JOCTATOYHBIM YPOBHEM 3aIIUIIEHHOCTH.

IIpuHIUI NPpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAaHWE MEpP M CPEACTB 3allUThl HH(OpMAMM HAa OCHOBE
IIPEEMCTBEHHOCTH OPraHU3ALMOHHBIX M TEXHUYECKHUX PEIICHMM, KaJpOBOrO COCTaBa, aHaIM3a
(yHKIIMOHUPOBaHUS MH(GOPMAIIMOHHBIX CHUCTEM W CHUCTEMBI €€ 3allUThl C yYeTOM H3MEHEHHM
B METOJaxX M CpEACTBaX IepexBaTa HWHQPOpPMAIMH, HOPMATHUBHBIX TPEOOBAaHWI MO 3amIuTe
nHpOpMaIUH.

IpuHIUN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHSA 3aTpaT Ha odecrieueHrne nH(GOPMAIIMOHHON 0€30MacCHOCTH M IIEHHOCTH
MH(OPMaIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTI'O yiIiep0a OT UX pasriIallieHus, YHUUTOKEHUs
U HcKaxeHus. lMcmonb3yeMble Mepbl M CPEACTBA 3alIUThl MHPOPMALMHU HE JOHKHBI YXYAIIATh
HProHOMHUYECKHE TTOKa3aTeIN KOMIIOHEHTOB HH(POPMAITUOHHBIX CUCTEM.

IIpyHI U OTBETCTBEHHOCTH

BosznokeHue oTBETCTBEHHOCTH 3a oOecreueHre 0e30macHoCTr HHGOpMaIuu U ee 00paboTKu
Ha KaXJI0oro paOOTHMKA B IIpelenax €ro IOJHOMOYMH. B COOTBETCTBMM C 3TUM IPHUHLUIIOM
pacrmpeneneHue npaB U O0S3aHHOCTEH PAOOTHHUKOB CTPOMTCS TAaKMM 00pa3oM, 4TOOBI B Cirydae
A1000r0 HapyIIeHUs ObLT U3BECTEH HAPYIIUTENb.



IIpruHUUN 000CHOBAHHOCTH U TEXHUYECKOI peajin3yeMoCTH

WNudopmarimonHble TEXHOIOTHH, TPOrPaMMHBIE M IPOTPaMMHO-aNNapaTHbIe CPEJCTBA, MEPHI
3amuUThl THQOPMAIIUU JIOJKHBI OBITh pEAM30BaHBI MO COBPEMEHHBIM PEIICHUSM, O00OCHOBAHBI
C TOYKH 3pPEHUS IOCTHHKCHHS 33JIaHHOT'O YPOBHS 3aIUIICHHOCTH MH(POPMAIMK M YKOHOMHYECKOM
[EJIECO00Pa3HOCTH, a TakKe COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHUSIM
1o 6e30MacHOCTH WH(POPMALIUH.

Ipunuun npogeccuonaanzma

Peanuzamust Mep 3amuThl MH(pOpPMALMM M HKCIUTyaTallUsl CPEICTB 3allUThl HMH(GOpMaIuu
JIOJKHA OCYIIECTBISATHCS IPO(ECCHOHATLHBIMHE CIICIIUATHUCTAMU.

[IpuBneueHue cienMaIM3UPOBAHHBIX OpraHU3AINi K pa3paboTKe CPEICTB U pealn3aliu Mep
3aluUThl UHPOPMAIMK, MOATOTOBJICHHBIX K KOHKPETHOMY BHAY AESITEIbHOCTU MO 00ECIEeYeHHIO
0e3ommacHOCTH HHPOPMAITMOHHBIX PECYPCOB, UMEIOIIUX OMBIT MPAKTUYECKON paOOThI U TUICH3UU HA
MIPaBO OKa3aHUs YCIYT B 3TOH 00IacTH.

IIpyuHUMN MUHUMM3AIMU TPUBUJIET Ui T0JIb30BaTe el

ObecrieyeHre OIB30BATENCH MPUBHICTUSIMI MUHUMAIILHO JOCTATOYHBIMU JJIsi BBITTOIHEHUS
MU CBOUX JIOJDKHOCTHBIX 00s13aHHOCTed B 'BOY mikone Nel65.

4  OCHOBHBIE TPEBOBAHMA 110 3AINUTE UH®OPMALINU
OT'PAHUYEHHOI'O JOCTYIIA

Cuctema 3amuThl WHGOPMALMK JOJDKHA TMPEIyCMAaTPUBATh KOMILJIEKC OpraHU3allMOHHBIX,
MPOrpaMMHBIX M MPOrPaMMHO-AIAPaTHBIX CPEJICTB U Mep IO 3aiuTe MHGOpMaluu B Ipolecce
ee 00paboTKH.

Brimonnenue TpeOoBaHUN AOCTUTAETCS 3a CUET peanu3alii Ha 00beKTax MH(opMaTH3anuu
Mep 0 3aIuTe HHPOPMAIIUH:

UICHTU(PUKAIIMY U ayTeHTU(DUKAMKU CYOBEKTOB IOCTYIA U OObEKTOB JOCTYIIA;

YIIPaBIICHHUIO TOCTYIIOM CYOBEKTOB JJOCTYIA K 00BbEKTaM JI0CTYIIA;

OrPaHUYEHUIO IPOrPAMMHOMN CPEJIbI;

3alUTe MAITMHHBIX HOCUTENEH MepCOHANBHBIX JaHHBIX;

perucTpanuu coobITHI 6e30MacHOCTH;

AHTUBHUPYCHOU 3aILUTE;

O00Hapy>KEHHUIO BTOPKEHUH;

KOHTPOJIIO (QHAJIN3Y) 3alIUILEHHOCTH [IEPCOHAJIBHBIX JaHHBIX;

00€ecCTIeYeHHIO0 TIETOCTHOCTH HH(POPMAITMOHHON CHCTEMBI M TIEPCOHATIBHBIX JaHHBIX;

00ecreueHuIo JOCTYITHOCTH MePCOHAIbHBIX IaHHBIX;

3aIUTBI CPEbl BUPTYaIU3alluu;

3aIUThl TEXHUYECKUX CPEJNICTB;

3alUThl HHGHOPMAIIMOHHOMN CHUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U Mepelauu JaHHBIX;

BBISIBJICHUIO UHIIMJIEHTOB U PEarupoBaHUE Ha HUX;

yIIpaBJICHUIO KOHPHUTypareid HH(GpOpMaMmOHHON CUCTEMBI U CUCTEMBI 3aUThI IEPCOHAIBHBIX
JTAHHBIX.

I'BOY mkoma Nel65, kak obGnagatens uHGOpPMAIMM OTPaHUYEHHOTO JOCTYyMa, MpU
OCYIIECTBIICHHH CBOUX IIPaB 0053aHO:

co0JII0/1aTh IIPaBa U 3aKOHHBIE HHTEPECH! MHBIX JIUIL;

MIPUHUMATh HEOOXOMMbIE MEPHI IO 3aIUTE HHPOPMAIUH;

OrpaHMYMBATH JIOCTYl K HMH(OpMAanuHM, ecliu Takas oOOsI3aHHOCTh YCTAaHOBJIEHA
3aKOHOIaTeNbCTBOM Poccuiickon @enepanny.

B Ttom unciie I'BOY mikona Nel65, BpaBe eciii HHOE HE TPEAYCMOTPEHO 3aKOHOIaTEIbCTBOM
Poccutickoin ®@enepanuu:

paspelaTh WiIK OrPaHUYUBATh JOCTYN K UH(POPMALIMH, ONIPENIENSTh OPSA0K U YCIOBHS TAKOTO
JIOCTYTIa;

MCIOJIb30BaTh HH(OPMAIIHMIO, B TOM YHCIIE PACIIPOCTPAHSITH €€, [0 CBOEMY YCMOTPEHHUIO;

nepenaBaTh MH(OpPMalLMIO JPYTMM JIMIIAM HAa YCTAHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanyuv OCHOBAHUY;



3aIUIIATh YCTAHOBJIEHHBIMU 3aKOHOJIaTeNhCTBOM Poccuiickoit denepanun criocobamu CBOU
[IpaBa B cIy4ae HE3aKOHHOIO MOIy4YeHHUs! MH(OpMaLlK WIIH €€ HE3aKOHHOT'O UCIIOIb30BaHUs! HHBIMU
JIUIaMU;

OCYILIECTBIIATh HMHBIE JEHCTBUS C HMH(OpManued WM pa3peliaTh OCYIIECTBICHHE TaKUX
NEeWCTBUHM, ecau 53TH JeWCTBUS HE NpoTHBOpedar (eaepalbHBIM — 3aKOHAM U JPYTUM
HOPMaTUBHO-NIPABOBBIM akTaM Pocculickoit denepanui.

3amura UHGOpPMALMM  OrPAaHMYEHHOIO JOCTYyNa IMpejacTaBisieT co0oil  mpuHATHE
OPTraHM3ALMOHHBIX U TEXHUYECKHUX MEp, HAIPABJICHHBIX HA:

co00/ieHne KOH(UACHIIMAIBHOCTH HH(pOpMaUK (MCKII0YEHUE HEMpPaBOMEPHOIO JTOCTYIIA,
KOIMPOBAHUS, MIPEIOCTABJICHHUS TN PAaCIpOCTpaHeHus HH(opMmarmn);

o0ecrieueHue 1MeJTIOCTHOCTH HH(popMaIuu (MCKIIIOYeHHE HETIPaBOMEPHOTO YHUYTOXCHUS
WM MOAU(PULIIMPOBAHUS HH(DOPMAITIH);

pean3aIuio mpaBa Ha JOCTYI K HHPOpMaIUH (MCKIIOYEHUE HETTPAaBOMEPHOTO OJIOKHMPOBAHUS
nH(pOpMAITUN).

CpencrBa 3amiuThl MHGOpMAIMKU BHEAPSIIOTCA 1O Pe3yJbTaTaM IPOBEJICHHS OLIEHKU PHCKOB
MH(POPMALIMOHHON 0e30MacHOCTH.

Opranuzanus 3amuThl UHGOpMAUKT

IIpu opranuzamuu B I'BOY mxone Nel65 3amutsl MHQOpMAIMM, AOIKHBI BBITOIHATHCS
tpeboBanus denepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 undopmanuu, nHGOPMALIMOHHBIX
TEXHOJOTMSIX W O 3amuTe HH(OpMAaIMM», KOTOpbIE PETYIMPYIOT OTHOIIEHUS, CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKPaLICHUEM pekuMa 00pabOoTKH 3aluiaeMoil HH(OpMaLnu.
B Tom umcne tpeGoBaHus o 3amuTe WHGOPMAIMM, HE COCTABISAIOUICH TOCYIAPCTBEHHYIO TailHY,
coJieprKalieiics B TOCYAapCTBEHHBIX HH(OPMAlMOHHBIX CHUCTEMAaX YTBEP)KICHHbIE MPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O06 yrBepkaeHHH TpeOOBaHUN O 3amuTe MH(OpMAIuy,
HE  COCTaBJSIOLIEH  TOCYIAapCTBEHHYIO  TalHy, COJEp)Kallelcs B TIOCYJAapCTBEHHBIX
MH(OPMAIIMOHHBIX CHCTEMax» JUIsl TOCYJapCTBEHHBIX MH(MOPMALMOHHBIX CHUCTEM, IO KOTOPBIM
I'BOY mikona Nel65 sapnsiercs OnepaTopoMm.

BTI'BOY mxone Nel65 mnomMuMo peanu3anil OCHOBHBIX Mep 3aIllUThl HH(pOpMauu
OCYILIECTBIISIETCSL:

peryiasipHas  OLEHKa M yIOpaBJIeHHE pUCKaMH  HMH(OpMALMOHHON  0e3011acHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMU MIPOIIElypaMH B 00JIaCTH YIPaBICHHS PUCKAMU;

nH(POPMHUPOBAHUE, o0yueHue u MOBBILIEHHE KB (PUKAINA pabOTHHUKOB
I'bOY mkonst Nel165 B chepe nabhopmarmonHol 6€30MaCHOCTH;

MeTOoAMYecKass MOMOIIb pabOTHHKaM B BoOIpocax obOecnedyeHus HHPOPMAIMOHHON
0E30ITaCHOCTH;

aHAJIM3 U TOMCK BO3MOYKHOCTEH 10 MOBBIIIEHUIO YPOBHS 3aLIUILEHHOCTH HH(OPMALIUU.

Jlnist opranu3zanuu 3amutel nHpopmanuu, I'bOY mkona Nel65 BripaBe npuMeHSTH CpeICTBA U
METOJIbl TEXHUYECKOW 3aIlMThI, IPEIIPUHUMATh APYTUe, HE NMPOTUBOpEUAINE 3aKOHOIATENbCTBY
Poccuiickoit ®enepannu, Mepsbl.

B pamkax oOecriedeHus 3auThl HHGOPMAIMK, B paMKax TPYIOBbIX OTHOIIEHUI HE00X0IUMO
03HAaKOMHTb O] POCIIHCH PaOOTHUKOB, JOCTYI KOTOPBIX K MH(POPMAIIUU OTPAaHUYEHHOIO JIOCTYIIA,
HEO0OXOUM JUIsl BHIITOJIHEHUSI UMH CBOUX JOJDKHOCTHBIX OOSI3aHHOCTEH, ¢ IepeyHeM HH(opManuu
OIpaHUYEHHOro 0ocTymna, u npuHATeIME B [ BOY mikone Nel65 mepamu 3amuthl nH(OpMaLMH.

Oco0eHHOCTH 32U THI NEPCOHATbHBIX JAHHBIX

[Ipu opranuszanuu o0padbotku B 'BOY mikone Nel65 nepcoHalbHBIX JaHHBIX HEOOXOAMMO
PYKOBOJICTBOBaThCsl TpeOoBaHusiMu DenepanpbHoro 3akoHa oT 27.07.2006 Ne 152-03
«O nepcoHANBHBIX JAHHBIX).

[lepeuenr Mep, BbIMoONHEHHE KOTOpbIX obOecneunBaer ['BOY mkoma Nel65 B kauecTBe
oreparopa IepCOHaIbHBIX JaHHBIX, TOJKEH BKIIOYaTh:

HazHaueHne B ['BOY mxone Nel65 orTBeTcTBEHHOro 3a OpraHu3anuilo 00pabOTKU
MEpPCOHANIbHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, OIPEEIIAIOUINX paBuila B OTHOIIEHUH 00pabOTKU MEePCOHATIbHbBIX
naHHbIX B 'BOY mikone Nel65, ToKanbHBIX aKTOB 10 BOIPOCcaM 00paObOTKH MEPCOHATBHBIX JAHHBIX;



MPUMEHEHUE OpPraHU3alMOHHBIX M TEXHMYECKUX Mep 1o obecrneueHuto 0e30macHOCTH
MEePCOHANIBHBIX JAaHHBIX B COOTBETCTBUU cO cTatheil 19 depepanbHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBITIOJTHCHHE TPEOOBAHUH 10 COCTABY M COJCPIKAHUIO OPraHU3aIMOHHBIX H TEXHUYCCKHX Mep
1o o0ecreueHno 6e30MacHOCTH NMEPCOHATBHBIX JAaHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
cHcTeMax MEepCOHANBbHBIX JaHHbIX yTBepkAEHHBIX [Ipukazom @CTIOK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpKJICHUH COCTaBa U COJICPIKAHUS OPTaHU3AIMOHHBIX H TEXHHYECKUX MEP TT0 00ECIICUCHHTIO
0€30MMacHOCTH TEPCOHAIBHBIX JaHHBIX MPUH HMX 00paboTke B HWHGOPMAIMOHHBIX CHCTEMax
MePCOHANTBHBIX JTAHHBIX);

OLICHKY Bpeda, KOTOPBIH MOXKET OBITh NPHYUHEH CyOBEKTaM IMEPCOHAIBHBIX JTaHHBIX
B cinyuae HapymeHus DenepanpHoro 3akoHa Ne 152-®3, cooTHomieHHWe yKa3aHHOTO Bpeja
Y MPUHUMAEMBIX OMEpPaTOPOM Mep, HApaBICHHBIX HA OOECIEYEHHE BHIMOTHEHHS OOS3aHHOCTEM,
npexycMoTpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakoMiieHHe paboTHHKOB ['BOY mikomsr Nel65, HEmocpeaCcTBEHHO OCYIIECTBIISIONIAX
00paboTKy MEepCOHANBHBIX JaHHBIX, C TIOJOKEHUSMHU 3aKOHOJaTenbcTBa Poccuiickort denepanuu
O TIEPCOHANBHBIX JAHHBIX, B TOM YHUCJIC TPEOOBAHHMSIMH K 3allUTE TEPCOHATHHBIX JTaHHBIX,
JOKyMEHTaMu, onpeaessommmu TpedoBanus ['BOY mkoner Nel65 B oTHomeHun o0OpabOTKH
MePCOHANIBHBIX JAaHHBIX U 00y4YeHHE, TPU HEOOXOJUMOCTH, YKa3aHHBIX PAOOTHHUKOB.

Ob6ecrieueHre 0€30MAaCHOCTH MEPCOHATBHBIX JAHHBIX JJOCTUTAETCS, B YaCTHOCTH

OlpeNesieHueM  yrpo3 W HapymuTened  0€30HaCHOCTH  MEPCOHAIbHBIX  JAHHBIX
pH X 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEePCOHATBHBIX TaHHBIX;

ONpeNeTICHNEM YPOBHS  3allUIIEHHOCTH TIEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusmu [TocranoBnenus [IpaButenberBa Poccuiickoit deneparuu ot 01.11.2012 Ne 1119
«O06 yTBepkIeHUH TpeOOBaHMI K 3alllUTe MEPCOHAIBHBIX JaHHBIX MpPU UX 00padoTke
B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TAHHBIX»;

MIPUMEHEHUEM TIPOIIS/IINX B YCTAHOBJICHHOM IOPSIIKE TPOICAYPY OICHKH COOTBETCTBUS
CPEICTB 3aIIUTHI HH(OPMAIUK;

olleHKON 3(()EeKTUBHOCTH MPUHUMAEMBIX Mep IO 3alUTe MEePCOHATBHBIX JAHHBIX O BBOJA
B DKCIUTyaTaIHIO HHPOPMAITHOHHOM CUCTEMBI TEPCOHATBHBIX JIAHHBIX;

BOCCTAHOBJICHHEM IE€PCOHATIBHBIX JAHHBIX, BCIEACTBHE MOTYYCHHS] HECAHKIIMOHUPOBAHHOTO
JIOCTYIIa K HUM;

YCTAaHOBJICHHEM TMPaBWJI  JIOCTyIa K TICPCOHAIBHBIM  JIaHHBIM, 00paOaThIBAacMBbIM
B MHGOPMAIMOHHBIX CHUCTEMaX IEPCOHAJIBHBIX IaHHBIX, a TakXke OOECHeueHHEM pPEerucTpaluu
U y4eTa BCeX JCHCTBHIA, COBEpIIAEMbIX C IEPCOHATbHBIMU JAHHBIMHU B MH()OPMAIIMOHHBIX CHCTEMAX
MePCOHANTLHBIX JaHHBIX;

KOHTPOJIEM 3a IPUHUMAEMbIMU MEPaMH I10 3aIUTE NEPCOHATBHBIX JAHHBIX U OMPEIEICHHOI0
YPOBHS 3aIUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEMax MEepPCOHANBHBIX MJaHHBIX B TIpoIecce
€e IKCIUTyaTaluu.

5 OCHOBHBIE TPEFOBAHMUSA K ITIPOHECCAM OBECIIEYEHMUSA
UH®OPMAIIMOHHOM BE3OIMNACHOCTHA

Metonudeckoe pyKOBOJICTBO, pa3padOTKy pelieHuil 1o 3amure nH(opMaIuu, CoriacoBaHue
BBIOOpA CPEJCTB BBHIYMCIUTENIBHON TEXHHUKH, MPOrPAMMHBIX M MPOrpaMMHO-aNNapaTHBIX CPEICTB
3aIuUThl MH(OPMAIUU, OPTaHU3alHUI0 Pa0dOT MO BBISBICHUIO BO3MOXKHOCTEH M MPELyNPEkKICHUIO
YT€YKM W CBOMCTB 3alMIIaeMoil MH(pOpMalWH, aTTeCTAlMI0 OOBEKTOB HH(pOpMaTU3ALUU
OCYILIECTBIISIOT KOMIIETEHTHbIE CTPYKTYpHbIe noapazaeneHus ' bOY mkonbr Nel65.

dusznyeckas 0e30MACHOCTD

[IpuHsaTbIE OpraHU3allMOHHbIE U TEXHUYECKHE Mephl no 3amute nomemeHud 'bOY mkons
Nel65, cepBepHOro U KOMMYTAlIMOHHOI'O OOOpYIOBaHMS, aBTOMAaTHU3MPOBAHHBIX pPabOYUX MeECT
nosib3oBaTenel mHpopmarmoHHbIX cucTteM ['BOY mkonmbr Nel65 obecrneunBaroT peann3aluio
CIIEYIOIUX MEp IO0:

pasrpaHudeHuio gocryna paborHukoB B nmomemieHust ['bOY mkonsr Nel65 B cOOTBETCTBHUM €
UX MOJHOMOYUSIMHU U IOJPKHOCTHBIMH OOSI3aHHOCTSIMU;



peructpanu (PakToB BXOJa pPaOOTHHKOB B TIOMCIICHUS B KOTOPBIX BemeTcs oOpaboTka
NEPCOHAJIBHBIX JaHHBIX;

KOHTpOJMpyeMoMy IpeObiBannio noctopoHHux Jull B ['BOY mkone Nel65 B momenienus, B
KOTOpBIX BeeTcs 00pabdoTka MH(OpMALMM OrpPaHUYEHHOrO JOCTYNA U pa3MEUIeHbl alrnapaTHbIe
cpencTBa UHPOPMAIIMOHHOM CUCTEMBI;

OpTaHU3alNH PEKUMA KOHTPOIMPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOoTKU MH(MOpMAITUH.

[Tomemenust 'BOY mkonbr Nel165 nomxHbl ObITE 000PYIOBAaHBI JETEKTOPAMH OTHSI U JbIMA,
OTHETYIIUTENIMH, CUCTEMAMH KOHAMIIMOHUPOBAHUS BO31yXa, CPEACTBAMHM OXPaHHO-IIOXKApHOU
CUTHAJIM3aLlUU.

OcHOBHOE cepBepHOE B KOMMyTanuoHHOe o0opynoBanue 'BOY mkombr Nel65 nomkHO OBITH
3alllMIIEHO OT MepeboeB B Mojaye DJIEKTPOIHEPTUM IYTeM MOAKIIOYEHHUS K JJIEKTPOCETH C
NPUMEHEHHEM HMCTOYHHKOB OecriepeOOHHOr0 MHUTAaHUS M PE3EPBHOrO AM3eNb-TeHepaTopa.
Hctounnkn OecriepeOOWHOrO0 MUTAaHHUS HEOOXOIWMO pETYISpPHO TECTHPOBATH M TIPOBEPSTH
ynojsHOMOUYeHHbIM paboTHukaM ['BOY mkomer Nel65 B COOTBETCTBHHM € PEKOMEHIAIUSIMHU
MIPOU3BOJUTEIS.

[TopTaTBHBIE TEXHUYECKHUE CPEJICTBA HE JOJIKHBI OCTABATHCS 3a IpeieIaMi KOHTPOJINPYEMOM
30HbI ' BOY mikosnbr Ne165 6e3 koHTpostsi co cTopoHbl paboTHUKOB ['BOY mikomer Nel65.

Be3onacHocTs Ha padodyem mecre

3ampemiaercss BECTH 3allUCh Mapojeil B OTKPHITOM BHUAE Ha MaTepUaIbHBIX HOCHUTEIS,
3a UCKJIFOYEHUEM CIIy4aeB, PErJIAMEHTUPOBAHHBIX METOJ OB XPAaHEHUS.

JIOKyMEHTbl M HOCHTENH ¢ WH(OpManueld OrpaHMYEHHOTO JOCTYIMa JOKHBI YOMpaThCs
B omeudaTbiBacMble MecTa (ceiidbl, mkadhpl W T.I.), NOpU yxXxoae ¢ pabodero Mecra.
Ha aBTomaTtusupoBanHoMm pabouem mecte [lonp3oBarens pabouas ceccus JOKHA ObITh NIPEpBaHa,
pabounii cronm 3abnokupoBaH. Bxona monb3oBaTenss B CUCTEMY HE JODKEH BBIMOIHATHCS
aBTOMATHUYECKH.

JIokyMeHTbI, coaepxalire HHHOpMaInio OrpaHUYEHHOr0 JOCTYTA, JOHKHBI Cpa3y U3bIMaThCs
U3 TMeYaTalliux ycTpoucTB. g yTuiau3auuu KOH(PHUIESHIUANBHBIX JTOKYMEHTOB, JOJKHBI
MCIONB30BaThCsl YHUUTOXKUTENH JIOKYMEHTOB HEe HUXe 4 YpOBHS 0 CTaHAapTy Oe30MacHOCTH,
IPUMEHAEMOMY K YHUUTOXKUTEISIM IOKYMEHTOB.

[Ipn wucnonb30BaHMM MOOHWIIBHBIX TEXHHUYECKUX CpPEICTB HEOO0XOJUMO CcOOII0aaTh
JIONIOJHUTENbHBIE MEpbl IO perjaMeHTallMd M KOHTPOJIO HCIONB30BaHHUS B HH(DOpMAIIMOHHON
CHUCTEME MOOUJIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenune mnpencraBuTeneil OPUAMYECKUX JIMI B pPaMKaxX MWCIOIHEHUS JOTOBOPHBIX
00513aTeNbCTB B TOMEIIICHUAX B KOTOPBIX BeJeTcsa 00padoTka HHPOpMaIUU OrPaHUYEHHOr0 JOCTYIa
UH(POPMAITMOHHOW CHUCTEMBI, BO3MOXXHO TOJBKO B CONPOBOXICHUM padoTHHKa ['BOY mkomsl
Nel65 nonymenHoro 10 o0pabOTKH Takoi WHGPOPMAIIIH.

Pazmerienue TeXHUUECKUX CpeICTB BbIBOJa MH(popMaruu B noMereHusx 'bOY mkosnbr Nel65
NPOM3BOJUTCA C YYETOM HCKIIOYEHHUS BO3MOXXHOCTH BH3yaJIBHOTO MPOCMOTpa HH(POpPMAaIUU
MMOCTOPOHHUMM JIMLIaMU ¥ paOOTHUKAaMU, HE TOMYIIEHHBIM K paboTe ¢ JaHHON nH(opMalren.

TexHnuyeckue cpeacTBa JOHKHBI Pa3MEIIaThCs U XPAHUTHCS TAKUM 00pa3oM, YTOOBI COKPATHUTh
BO3MOJKHBII PUCK ITOBPEXKACHUS M YTPO3bl HECAHKIIMOHUPOBAHHOI'O IOCTYIIA.

TexHuveckoe 00c/Iy;KUBaHNe 000Py10BAHUS

Texuuueckue cpencrsa 'bOY mkonbr Nel65 nomkHBI IPOXOAUTH HA PETYISAPHOM OCHOBE
CepBUCHOE O0CTYXKHBaHHE B COOTBETCTBUH C PEKOMEHIAIIMSIMUA TIPOU3BOJUTENCH 000py/J0BaHUSI.

PemMoHT u cepBucHOe o0OcioyKuBaHHE OOOPYIOBAaHUS JOJDKHBI BBIIOJHATHCS TOJIBKO
KBaJTU(UIIMPOBAHHBIMH CTICIIUATUCTAMHU.

Texuuueckoe oOcayxuBaHUE O0OpPYIOBaHMS CTOPOHHHMH OpPIraHU3ALUSAMH HE JOJDKHO
MIPUBOAUTH K PUCKY HapYIICHUS KOH(DHUICHINATBHOCTH 3alIUIaeMOi HH(pOpMAaITIH.

B3anmoneiictBue ¢ TpeTbUMH JIUIIAMHA

B mensax obecnedenus wuHpopManuonHoi Oe3omacHoct ['BOY mkomsr Nel65 mpum
B3aUMOZEHCTBUM C TPETbUMH JIMIIAMU JOJKHO BBIMOIHATH CIEAYIOIINE MEPOIIPUSATHUS T10:

3aKJIIOUEHUIO0 COTJIallleHUusT O HepasriameHud HWH(OpMalnuu OrpaHM4YeHHOro JIOCTyIa
MOJIyYEHHOW B XOJ1€ UCTIOJIHEHUS IOTOBOPHBIX 0053aTENbCTB,;



OCYIIECTBJICHUIO KOHTPOJIS 3a JEHCTBHUSAMM IPEACTAaBUTEICH KOHTPAreHTOB B Ipeaenax
KoHTponupyeMoii 30HbI ' BOY mkonbr Nel65.

YnpasieHue ;Ku3HEHHbIM HHMKJIOM HHGOPMALMOHHBIX CHCTEM

Meponpustus B mpolecce XU3HEHHOro Hukia uHpopManuoHHbIX cucteM ['BOY mikons
Nel65 momxHbl OBITH HampaBlieHbl Ha oOecrieyeHne 3aluThl HHGOPMAIMK TPU BBOJE B JCCTBHE,
JKCILTyaTalllH, COIPOBOXKACHUH U MOJIEPHU3ALIMH, BEIBOJA U3 DKCIUTyaTalluH.

OcHoBaHueM IIpu pa3paboTke HH(OPMALMOHHBIX CHCTEM JOJDKHBI SIBISITHCS PELICHUS
OpUHATBIE Ha CcTaauu (GOpMHUpPOBaHUS TpeOOBaHMI, cojepxaliue TpeOOBaHHS B TOM YHCIE
0 CHCTEME 3aIUThl HHPOPMAIUH.

JIro6oe TutaHupyemMoe K BHEIPEHUIO H3MEHEHNE HH(POPMAIIMOHHON CHCTEMBI PEABAPUTEIHHO
JNOMKHO  OBITh  MPOAHANU3UPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyIICHUM
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aIUThl HHPOpMAIUH.

PaGorel mo wmonepHU3anMu WHPOPMALMOHHOM CHCTEMBI, B TOM 4YHCIE IO YCTaHOBKE
MIPOrpaMMHOTr0 o0ecrieueHus: 1 OOHOBJICHH, TOHKHBI IPOBOJUTHCS B Hepabouee BpeMs WIIH BpeMs
HauMeHbIIIel paboueil Harpy3Ku.

[Ipu BBIBOZE €3 OKCIUTyaTalli HWH(POPMAIIMOHHBIX CHCTEM JIOJDKHO OOECTIeYMBATHCS
rapaHTUPOBAaHHOE yJaleHne 00pabaTbiBaeMoi U XpaHUMON B HUX MH(OPMALIMH C UCIIOIb30BaHHEM
CPEACTB T'apaHTUPOBAHHOI'O YHUUTOXKEHHSI MH(OpMAIUMM WIK IMyTeM (PU3MYECKOro YHUUTOXKEHUS
HOCHUTeNeH nH(popMaIi.

Bce nponieypbl obecnieuenust 3amuThl nHGopManuu, ycranosieHHbie B 'BOY mkomne Nel65
B OTHOIICHWH WH(POPMAIMOHHBIX CHCTEM, JIOJDKHBI BBIIONHATHECA M KOHTPOIUPOBATHCS
OTBETCTBEHHBIMH JINLIAMH 33 OPTaHU3aLUIO PA0OT 10 3aIuTe HH(OPMALIUH.

KonTpoJs gocTyna k uH(pOpMAMOHHBIM CHCTEMaM

Bce paGornuku ['BOY mkoner Nel65, monmyimieHHble K pabore ¢ HH(OpMalMOHHBIMU
CHUCTEMaMH HECYT IIE€PCOHAJIbHYIO OTBETCTBEHHOCTh 3a HApYyLIEHMs] YCTAHOBJIEHHOI'O MOpsAIKa
00paboTKN UHPOPMALIHH.

YpoBeHb MOTHOMOYWH TONb30BaTeNss B mHGopManuoHHOW cucreme ['BOY mkonsr Nel65
JIOJKEH ONPEAETATHCS B COOTBETCTBUU C €T0 JTOMKHOCTHBIMU 0053aHHOCTSIMH.

JHloctyn monp3oBareneit kK wHpOpManuoHHBIM cucteMaM ['BOY mkomnsr Nel65 momken
KOHTPOJIMPOBATHCA aIMUHUCTPATOPOM HUH(POPMALIMOHHOM CUCTEMBI.

OcymiecTBIEHNE PETYISIPHOTO KOHTPOJISL BBIIOJIHEHUS OPTaHU3allMOHHO-PAcOPSAUTEIbHBIX
JIOKYMEHTOB, KacarolMXcs perjaMeHtanuu jgonycka pabotHukoB ['BOY  mkomsr Nel65 k
HnH(}OpMaIMOHHBIM CHCTEMAM.

HNnentudukanus 1 ayrTeHTH(PUKALHSA

Jloctyn monb3oBateneil K WHPOPMALMOHHBIM CHUCTEMaM JOJDKEH TPEIOCTABISATHCS TOJIBKO
MOCyIe YCHENIHOT0 3aBEePIICHUs UACHTU(PHUKAIIUHU, AyTEHTU(PUKALIUH.

[lony4yeHue mnosnp30BaTeieM HMMEHUM B HMH(OPMAIIMOHHOM CHUCTEME M Mapoiisi, KOTOphIe
o0ecreunBaroT JOCTYN K HHPOPMALMOHHON CUCTEME, JTOJKHO OCYIIECTBISTHCS MO MPEICTaBICHUIO
PYKOBOAMTENS CTPYKTYPHOT'O MOJPA3IeICHUSI.

YupasieHue 10CTyIIOM

B I'BOY mkone Nel65 10omKHO OCYIIECTBISATHCS YIPABICHHE JOCTYIOM K HH(POPMAIIMOHHON
CUCTEME IIOCPEACTBOM pealu3alii HEOOXOIMMBIX METOAOB, THUIIOB M IpaBWJI pa3sTpaHUYCHUS
J0CTYyIa Mojb3oBaressiM HHpopMannoHHoi cucrembl ' BOY mkonsr Nel165. B Tom uncne obecnieuex
3alIMIIEHHBIN yIAJeHHBIH JTOCTYNl CyOBEKTOB JOCTyNa K OOBEKTaM JIOCTyNa uepe3 BHEIIHHE
MH(}OpMaIMOHHO-TEIEKOMMYHUKAI[UOHHBIE CETH.

be3onacHocTh npu padoTe ¢ HOCUTEASIMU MH(OPMATUT

Pabornukun I'BOY mkombr Nel65 mOMKHBI MCIONB30BaTh TOJNBKO YUYTEHHBIE ChEMHbBIC
MalIMHHbIE HOCUTENU HHQOPMALMU JJIs BBINOJIHEHHUS CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH.
Hcnonb3oBaHne CheMHBIX MAIMHHBIX HocuTeneld wHhopManuu B ['BOY mkomsr Nel65 B mHBIX
LEJSIX CTPOrO 3alpelieHO.

CheMHbIe MalIMHHBIE HOCUTEIH WH(OPMAIINY JOJDKHBI XPAHUTCS B ONIEYaThIBAEMBIX IIKadax,
B MIOMEUICHUX B KOTOPBIX MpeaycMOoTpeHa o0paboTka HHGOpMaIMi OrpaHUYEHHOT O 10CTYIIA.



B ciyuae kpakxu WM MOTEPH ChEMHOIO MAIIMHHOIO HOCUTENS MH(OpMAIMH, a TaKXKe UHBIX
MHIUIEHTOB, KOTOpPblE MOTYT MPHUBECTH K HApPYIIEHUIO CBOMCTB MH(OPMALMU OrPaHUYEHHOI'O
JOCTYTa, JOJKHBI IPOBOIUTHCS MEPOIPHUSATHS 110 PACcCIeIOBAaHUIO TAKUX UHIIHJICHTOB.

[Tpu BBIBOJE M3 AKCIUTyaTallMl CHEMHOTO MAlIMHHOTO HOCHUTENST MHPOpPMAIUH, BCEe TaHHBIC,
XpaHsIIUecs: Ha HeM, JOJDKHBI OBbITh YAAJEeHbl ONPEIEIeHHON KoMHccHuel M3 yuciaa pabOTHHKOB,
CPEACTBOM rapaHTHPOBAHHOI'0 YHUUYTOXKEHUS HHPOPMALIUH.

@dakt yHUYTOKEHHWs] WHGPOPMAIMM Ha CHEMHOM MAIIMHHOM HOCHTENe WH(GOpMauu
¢ukcupyercss B akre 00 YHHUYTOXKEHUM HHPOPMALUU CO CHEMHOTO MAIIMHHOI'O HOCUTENs
uH(pOpMaLUH.

Perucrpanusi coobITHI

B TBOY mkone Nel65 momxkHa OCYIIECTBIATHCS PETHUCTPAMH COOBITHA 0O€30MacHOCTH
Ha BcexX KOMITOHeHTax HH(popMarmoHHbix cucteM I'BOY mikoner Nel65, B koTopbix 0OpabarbiBaeTcs
3amuniaeMast HHGopMaIus.

AHTHBHUPYCHAS 3alIIUTA

B nensx oOHapyxeHus U ycTpaHeHus BpeioHOCHBIX nporpamM B I'BOY mikomne Nel65 nomkHbl
WCTIOBb30BaThCS CPEJICTBA aHTUBUPYCHOM 3aIIUTHI HH(POPMALIUH.

OO0s3arenbHOMY KOHTPOJIIO CPEICTBOM AHTHBHPYCHOW 3alUThl HMH(OpMaMM TOJKHA
nojuiexarp Jro6as uHpopMmauus (TeKCToBble (ailinbl 00BIX (GopmaroB, (aiiabl JAaHHBIX,
UCTIONHAEMBbIe (aiibl), Tonydaemass W TepeaBaeMasi IO JIOKAIbHOH BBIYUCIUTENBHON CETH
B TOM YHUCIIE U CETAM OOLIEro MOJib30BAaHUA, a TaKkKe HMH(pOpMalMs, XpaHUMas Ha CbEMHBIX
MAaIIMHHBIX HOCUTENAX HH(OPMAILIHH.

[Tpu ycTaHOBKE MPOrpaMMHOT0 00ECTIeUeHHsI MIIM €ro OOHOBJICHHUS Ha CEBEpHOE 000pyI0BaHHE
JOJDKHA aBTOMATHYECKH BBIOMHATHCS MPEIBAPUTENbHAS MPOBEPKAa ITAaHHOTO IPOrPaMMHOI0
obecrieyeHus Ha OTCYTCTBUE BPEIOHOCHOI'O IPOrPaMMHOI0 00ecIieyeHusl.

OOHoBnenne 6a3 curHaTyp Al CPEACTBAa aHTUBHUPYCHOHM 3aIlUThl MH(POPMAIUH JOJKHBI
OOHOBJIATHCS €XKETHEBHO.

ITonw3oBarenu oe3 npaB aJIMUHUCTpaTOpa MH(pOPMALIMOHHOMN CHCTEMBI
I'BOY mxonsr Nel65 He MOMKHBI MMETh BO3MOXKHOCTH IOJIYUEHHs JOCTyNa K KOH(MUTYparuu
AQHTUBHPYCHOT'O CPEJICTBA 3AIUTHI HIIK €T0 OTKIIFOYCHHS.

KoHTpoJib 3a1111IeHHOCTH IepCOHATBHBIX JAHHBIX

B mensx MCKIIIOYEHMS HKCIUTyaTallUM YA3BHUMOCTEH MPOrpPaMMHOI0 00eCHeueHHs JOKHBI
MPOBOIUTCS pPAaOOTHI 1O BBIABICHUIO, aHATU3Y YI3BUMOCTEH WH(POPMAIIMOHHONH CHCTEMBI
U OIIEpaTUBHOE YCTPAHEHUE BHOBb BBISIBIIEHHBIX YSI3BUMOCTEN. B TOM unciie opranusanus KOHTpOIIs
YCTAHOBKM OOHOBJICHHSI IPOrPAMMHOI0 00eCIIeYeHNUs BKIII0Yasi CPEACTB 3alUThl MH(OpMAaIIH.

Hcnoab30BaHue MPOrpaMMHOro odecreyeHus

Bri6op mporpammuoro obecrnedeHus s Mpou3BOoACTBEHHBIX HYXH ['BOY mkomer Nel65
JIOJDKEH TPOU3BOAUTHCS B IPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOro B Eauublii peectp
POCCHICKHMX TIpOrpaMM Ui DJIEKTPOHHBIX BBIYUCIUTENBHBIX MaIlMH M 0a3 JaHHBIX. B cimydae
OTCYTCTBUS aHasIora B EqMHOM peecTpe pocCHHCKUX MPOrpaMM TS 3JIEKTPOHHBIX BHIYHCITHTETBHBIX
MaliMH M 0a3 JaHHBIX JIOMYCKAETCS MCIOJIb30BaTh HMPOrPAMMHOIO OOECIIeYeHHE HMIIOPTHOIO
MIPOM3BOJICTBA.

Hcnoab3oBanue cpeicTB KPUNTOrpaduueckoi 3auuTsl HHGopMau

Obecnieuenne 3amuThl HHGOPMALIMKA OTPAaHUUYEHHOI'O JOCTYIA OT PACKPhITHUS, MOJU(PHUKALIUN
Y HaBs3bIBaHWS (BBOJA JIOKHOM WH(poOpManuu) mpu ee meperade (MOArOTOBKE K Tepenade)
M0 KaHajaM CBS3M, MMEIONIMM BBIXOJI 3a IMpeaeibl KOHTPOJIMPYEMOW 30HBI O00ECTICYMBACTCS
MIPUMEHEHHEM CPEACTB KpUNTorpaduyeckoi 3amuThl HHPOPMALIUH.

[Tpuobperenue cpeacts kpunrtorpapudeckoit 3amutel uHGopMaru ['BOY mkonsr Nel65
OCYIIECTBIISICTCS HAa OCHOBAHWHU JIOTOBOPOB M KOHTPAKTOB C JIMIIAMU MMEIOLIMMH JICHCTBYIOIIYIO
muuenzuto @Cb Poccum Ha ocyliecTBieHHE JEATENBHOCTH IO pa3paloTke, IPOU3BOICTBY,
pacrpocTpaHeHUI0 MHU(POBANBHBIX (KPUOTOrpapUuecKuX) CpeICcTB, MHPOPMALMOHHBIX CHCTEM
U TENEeKOMMYHHUKAIIMOHHBIX CHCTEM, 3allUIICHHBIX C WCIOIb30BaHUEM IMH(PPOBATBHBIX
(kpunTorpaduecKnx) CPEACTB, BBIIOJHCHHIO padOT, OKa3aHUIO YCIYyr B 00JIacTH IHGPOBAHUS
nH(POPMALIUU, TEXHUYECKOMY OOCIYKMBAHHIO MIM(PPOBATIbHBIX (KpUOTOrpapuuecKux) CpejacTB,



MH(OPMAIIMOHHBIX CHUCTEM U TEIEKOMMYHHUKAIIMOHHBIX CHUCTEM, 3AIMIICHHBIX C UCIIOJIb30BAHUEM
U POBATBHBIX (KpUNTOrpaduiecKnX) CpeACTB (3a HCKIIOYCHHEM Cliydas, €CIU TEeXHHUYECKOe
obcnmyxuBaHue MHU(PPOBATBHBIX (KpUOTOrpapuuecKux) CpencTB, HHMOPMALMOHHBIX CHCTEM
U TEJIEKOMMYHUKAIMOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJb30BAHUEM MU POBATBHBIX
(kpuntorpaduyecknux) CpeACTB, OCYIIECTBISETCS s oOecreueHuss COOCTBEHHBIX HYX]
FOPUJIMYECKOTO JIMI[A WJIK UHAUBUAYATHHOTO MPEANPUHUMATETIS).

B mensx oprammzanum u oOecnedeHWM Tepedadd HWHGOpMalMM 10 KaHajgaMm CBS3U
C HCIIOJIb30BAHUEM CPEJICTB KpuMTOorpaduyeckor 3amuThl MHGOPMAIUU, a TaKKE BBITOIHEHUS
nuneH3uoHHbIX TpedboBanuit ®CH Poccum B 'BOY mikone Nel65 momkeH ObITh cO3AaH OpraH
KpUnTorpadguueckoi 3amuThl.

[Topraneubie pemenus ['BOY mkonbr Nel65 ¢ BO3MOXXHOCTBIO JIOCTYyINa C CETEH OOIIEro
MOJIb30BaHUsl JODKHBI B MPUOPUTETE pa3pabaThiBaThCsl C OpraHM3alMel 3allUIIeHHOTO KaHaa
mocpeacTBoM npoTokoia TLS ¢ momaepxkoit anroputmoB 'OCT 34.10.

Hcnonb30BaHue 3JIEKTPOHHOM MOYTHI

DNEeKTpOHHAs MouTa JOJKHA ucnonb3oBaThead B 'BOY mkone Nel65 ¢ nenbio opranuzanuu
oOMeHa HIJIEKTPOHHBIMH COOOIIEHUSMH MEXIy pabOTHUKAMU U CyOBEKTaMH HH(OPMAIIMOHHON
0€30I1aCHOCTH.

[Ipu ucnonb30BaHUU ANEKTPOHHON MOUYTHI 3aIIPEILACTCS:

oOMeH nHpopManuei s CIyeOHOro Mob30BaHU S, a TaKke HH(pOopMaLuel OrpaHUYEHHOT O
JIOCTYIIa;

MPEIOCTaBICHUE JIOCTYIA K SJEKTPOHHOM MOUTE C UCIIONB30BAaHUEM JIaHHBIX CBOCH y4eTHOM
3alUCH TPETHUM JIULIAM;

yOJIMKaIUs CBOETO CIIY)KEOHOro ajapeca 3JIEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX KaTajlorax,
Ha IMOMCKOBBIX MAIIMHAX U APYTUX pecypcax ceTu MIHTepHET B 1IeAX, HE CBSI3aHHBIX C UCIIOJIHEHUEM
CBOMX JIOJDKHOCTHBIX 00SI3aHHOCTEH;

MOJMKCKA IO JIEKTPOHHOU MOYTE Ha Pa3IMYHbIC PEKIIAMHBIC MaTEPUAIbI, JIUCTHI PACCHLIKH,
9JIEeKTPOHHBIE KYPHANbl M T.[., HE CBS3aHHBIC C BBIIOJHEHUEM TIOJIb30BATENIEM JOIKHOCTHBIX
00s13aHHOCTEH;

OTKpBHITHE (3aIlyCK Ha BBHIMOJTHCHHUE) (AiiyIoB, TONYYEHHBIX 110 DJICKTPOHHOW I1OYTE
WIM U3 pecypcoB cetu VHTepHeT, 0e3 mpeABapUTEIbHOW TMPOBEPKH UX aHTUBUPYCHBIM
IIPOrpaMMHBIM 00ECIIEYCHHUEM.

Padora B ceTsix 0011er0 noJIb30BaHUS

I'bOY mxona Nel65 ocraBmsier 3a co0oil mpaBo OJOKUPOBATh WM OTPAHUYMBATH JIOCTYII
pabOTHHKAM K CETSAM CBSI3M OOIIETrO MOJNb30BaHHS, B TOM 4YHCIe ceTu VHTepHeT, comepikaHue
KOTOPBIX HE HWMEET OTHOIICHHWS K WCIHOJHEHHWIO JIOJDKHOCTHBIX OOS3aHHOCTEH, a Takke K
MH(OPMAIMOHHBIM ~ pecypcaM, COAEp)KaHME U HaNpaBJIE€HHOCTh  KOTOPBIX  3allpelleHbl
3aKoHoJaTenbCcTBOM Poccuiickor denepanum.

Wudopmanus o mocemaembix padortHukamu ['BOY mkonsr Nel65 wuHbopManmoHHBIX
pECYpCOB MPOTOKOJIUPYETCS Ul MOCIENYIOMIET0 aHaau3a W, IpU HEOOXOJUMOCTH, MOXKET OBITh
MIPE/ICTaBJICHa PYKOBOAMUTESAM CTPYKTYPHBIX MOApa3JeNeHuld, a Takke pykoBoautenio ['BOY
mkosbl Nel65 1iist KOHTPOJIS.

[Ipu ucnonb3oBannu cetu MHTEPHET 3aMpeiieHo:

ucnoab30BaTh npenocrasicHHbl ' BOY mkomnoit Nel65 noctyn B cetb IHTEpHET B JIMYHBIX
LEeTsX;

WCIIOJIB30BaTh HECAHKIIMOHUPOBAHHBIE TTPOrpaMMHBIE W MPOTPAaMMHO-ANTIapaTHbIC CPECTBA,
MO3BOJISIOIIME TTOTYYUTh HECAHKIIMOHUPOBAHHBIN TOCTYI K ceTH MHTepHeT;

MyOIMKOBaTh, 3arpyXaThb M PacHpOCTPAaHATh MaTepHallbl COAEpIKAIIUE HEIOCTOBEPHYIO
nnpopmaruio o 'BOY mkomne Nel65, a Takke danbcuduiuponats cBoit [P-ampec.

Pe3epBHOe KOMUPOBaHNE 1 BOCCTAHOBJIEHHE JAHHBIX

OcymiecTBiieHNE PE3EPBHOIO KOMMPOBAHMSI JOIDKHO OCYLLECTBIIATHCS AJIS:

nHpopmaruu  oOpabaTeiBacMOl Ha (alIOBOM cepBepe W CepBepe MPWIOKEHUH,
nH(OpMaIMOHHON CHCTEMBI,

pabounx MecT aIMHUHUCTPATOPOB UHPOPMAIIMOHHOM CUCTEMBI.



YacToTa M pEeXUM pPE3EPBHOIO KOMMPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, YTOOBI
obecreunTh MUHUMAJIbHYIO OTEPIO TaHHBIX U ONEPaTHUBHOE BOCCTAHOBJICHHE.

Hactpoiika pe3epBHOro KONMPOBAHUS U BOCCTAHOBIJICHUS PECYPCOB HH(POPMALIMOHHBIX CUCTEM
I'BOY mikonst Nel65 nomxHbI IpoBOAUTH yioiHOMoueHHbIe paboTHUKH ['BOY mkoner Nel165.

PezepBHOE KOMMpOBaHHWE [ODKHO  OCYIIECTBJIATBCS B aBTOMAaTHYECKOM  PEXHMeE
C TNPUMEHEHHEM OTEUECTBEHHOIO CIEHUAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOMUPOBAHMS
C JIEHUCTBYIOIIMM CEpTU(UKATOM COOTBETCTBHS MO TpeOOBaHUSAM 0e30macHOCTH HH(pOpMaluu
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOM BE3OITACHOCTBIO

MoHnuTOopuHT HHPOPMALMOHHON 0€301ACHOCTH

Ha mocTosiHHOI OCHOBE NTOMKEH NMPOBOAMTHCS KOMIUIEKCHBIA aHaiu3 (DyHKIMOHHUPOBAHUS
nHpopmannonHoit cucrembl 'BOY mkonbr Nel65 n BOZHHKAOMUX COOBITUH MH(POPMAIIMOHHON
0€e301acHOCTH.

[Iporiecc MOHUTOpHHTa cHCTeMBbl oOecrieueHHs MH(OpMaMOHHON 0e30MacHOCTU JOJKEH
BKJIIOUATh B c€0s1 KOHTPOJIb OPraHU3aL[MOHHBIX U TEXHUYECKUX MEp I10 3alluTe HH(OpMaLuy, aHaIu3
napaMeTpoB KOH(QUTypalMy U HACTPOMKH CPEJICTB 3allUThl HH(OPMALIUH.

IIpn npoBeneHUM KOHTPOJIBHBIX MEPONPUATHH, CBS3aHHBIX C OLIEHKOM peaau3aluu Mep
no 3amute uHpopmauuu B ['BOY mkome Nel65, ymomHOMOueHHBIE PaOOTHHUKH JIOJIKHBI
HMPUAEPKUBATHCS CIEAYIOIIMX IPUHIIUIIOB:

He HapylaTh GyHKIMOHUpOBaHUe AesaTeabHocTH ['BOY mkonsr Nel65;

NEMCTBOBAaTh B COOTBETCTBUU C YTBEP)KJIEHHBIMU OpIraHU3allMOHHO-PACTIOPSAUTEIbHBIMU
nokyMmeHntamu 'BOY mkonber Nel65 o 3amure nadopmanuu;

HE CKpBIBAaTh (haKThl BBIABICHHBIX COOBITHHI HH(OPMAIIMOHHON 6€301aCHOCTH;

0(hOpMIISITH OTYETHI, TOATBEPKIAIOIINE BHITOTHEHUE MEPONPUATHIA MO 3alUTe HHPOPMALIUH.

Wudopmanus, mnomydyeHHas B XOA€ MPOBEACHUS KOHTPOJIMPYIOIIUX  MEPOIPHUITHH
0 JeHCTBUAX, COOBITHSIX W INapaMeTpax, MMEIOIIMX OTHOIIEHHE K pealu3aliy Mep IO 3aluTe
uH(pOpMaLlUK, JOIDKHA KOHCOJMIAMPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOYAIOMIUX MOTyYeHHE
K Hell HECaHKI[MOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JTaHHBIX O 3apErHCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHOM 0€30macHOCTH
JIOJKEH MTPOBOJUTHCS, 110 BO3MOKHOCTH, C MCIIOJIBb30BAHUEM CHCTEMbl MOHUTOPUHIA MHLIUJEHTOB
MH(POPMALMOHHOW 0€30IMacCHOCTH WJIM BCTPOCHHBIX MEXaHM3MOB HACTPOMKH M ayJuTa COOBITHI
B IPOTrpaMMHBIX U MPOrpaMMHO-AMNIMAPATHBIX CPEACTBAX, MCIOIb3YEMbIX B HH()OPMAIMOHHON
unopactpykrype 'BOY mixomnsr Nel65.

YnpasJjieHue pucKkaMu

OmnpeneneHne BHYTPEHHMX TpeOOBAHUHN IO 3aliuTe MHPOPMAIUH, AOJKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax IPOBEJICHMS aHAIMW3a PHUCKOB HApYIIEHUS OCHOBHBIX CBOMCTB 0€30MacHOCTH
Ui nHpopMannoHHbIX pecypcoB I'BOY mkonbr Nel65.

OCHOBOI1 OIIEHKH PUCKOB JIOJKHA OBITh OIIEHKAa YCIOBUN M (PAaKTOPOB, KOTOPbIE MOT'YT CTaTh
IPUYMHON HapyIIeHUs LIETOCTHOCTH, KOH(PHUIESHIIMATBHOCTH U JOCTYITHOCTH AJ1s1 UH(OpPMAIIMOHHBIX
pecypcoB ['BOY mikomnsr Nel65.

PesynpTaTomM mpoBeneHMs aHaaM3a PUCKOB JOJKEH ObITh pa3paOOTaHHBIM KOMIUIEKC MeEp,
HaIpPAaBJIECHHBIX HAa CHUKCHHE BO3MOXXKHOI'O HEraTHBHOIO BJIMSHHUS Ha OCHOBHYIO IESTEIBHOCTH
I'BOY mkonsr Nel65 mpu peanuszanuu TOH WM MHOM yrpo3sl 0e30MacHOCTH HMH(OpMaIUHU |
00eCreunBaOIIMX B JaJbHEHUIIEM JOCTaTOYHBIA YPOBEHb 3ALUIIEHHOCTH WH()OPMALMOHHBIX
cucteM 'BOY mikonsr Nel65.

YnpasieHue HHIMICHTAMH HH(POPMALHOHHOH 6€3011aCHOCTH

st obecnieduenus 3¢ HEKTUBHOTO pa3peiieHus: HHIUACHTOB HHPOPMAIIMOHHON 0€30MacHOCTH
B 'BOY mkone Nel65, MuHUMU3AIMU TOTEPh U YMEHBIIICHUSI PUCKA BO3HUKHOBEHHSI MOBTOPHBIX
WHIUJICHTOB  JIOJDKHO  OCYILECTBIIATHCS ~ YINPaBJICHUWE  WHIUAEGHTaAMH  HMH(OpMAMOHHON
0e30MacHOCTH.



Jlis ynpaBieHMsT MHUUAECHTAaMH HMH(OPMALlMOHHOW O€30MacCHOCTH JOKHA ObITh CO37aHa
clly’k6a MOHUTOPHHIA U PEarMpoBaHUsl HA MHUUAECHTHl MHPOPMaIMOHHON 0€30IacHOCTH, KOTOpas
MOCPEJICTBOM KOMILIEKCA CPEICTB M MEpONpHUATUH i cOopa M KOHCONUZAIMKU HHGOpManuu
00 MHUMJEHTAX pEelIaeT JaHHYI 3ajJady. B OTHOIIEHHMH Ka)XXAO0ro MpPOM3OMIEAIIEr0 WHIUIACHTA
paOOTHUKaMH U3 CIOyXObl MOHUTOPHUHIA M pEarupoBaHUs Ha WHIMJIEHTHl HH(POPMAILMOHHON
0€30IaCHOCTHU JIOJDKEH BBIMOIHATHCS €0 aHajiu3, U pa3paboTka 3((EKTUBHBIX MEp pearnpoBaHUs
Ha JIaHHbII UHIIUJIEHT.

AyauT cuctemMbl o0ecniedeHusi HHPOPMAITMOHHOI 0€30I1aACHOCTH

B nensx oneHku Tekyiero ypoBHs nHpopmannonnoii 6e3onacHoctu B ['bOY mikone Nel65 na
PEryJIpHOI OCHOBE JOJKEH MPOBOJUTHCS ayAUT HH(OPMALMOHHON 0€3011aCHOCTH.

BayTpennue aynuThl HODKHBI BBRIOMHATHCS padoTHuKamu ['BOY mxomer Nel65. B uymcio
3ajJa4, perraeMbIX Py MPOBEICHUH BHYTPEHHHUX ayAUTOB HHPOPMAIIMOHHON 0€3011aCHOCTH, BXOJAT:

cOop W aHaNM3 HMCXOIHBIX JAHHBIX 00 OpPraHW3allMOHHONW W (YHKIHMOHAIHHOH CTPYKType
MH(pOPMALMOHHBIX CUCTEM, HEOOXOAUMBIX /ISl OLIEHKH COCTOSIHUS CUCTEMBI 3alUThI HH(OPMALIUH;

aHaJIN3 YTBEPXKICHHBIX OPraHU3alMOHHO-PACIOPSAUTENbHBIX JOKYMEHTOB IO 3alUTe
nH(POPMALIMK HA TIPEMET UX TOITHOTHI U 3(h(HEKTUBHOCTH, a Takke (HOpMUPOBAHHE PEKOMEH AN
10 MX JOpaOOTKE MM pa3padOTKU HOBBIX;

obocHoBaHUE ()MHAHCOBOH 3()()EKTUBHOCTH BHOBbH IPHOOPETAEMBIX CPEACTB 3alUThI
uH(popManuy,

MPOBEpKa MPaBUILHOCTH BRIOOPA M HACTPOWKH CPEJICTB 3aIUThI HH(OpMaIuu, HOpMUpOBaAHUE
MPEUIOKEHUH 10 HMCHOIb30BAHUIO UMEIOIIUXCS CPEACTB 3aIUUThl MH(GOPMALUU JAJs MOBBILICHUS
YPOBHS HAIEKHOCTH U O6e30macHOCTH HHPopMamoHHbIX cucteM ['BOY mkomsr Nel65;

aHaJIU3 OTYETOB II0 NPOU3OMLICAINIMM HWHUUJACHTaM HWHGOPMAIMOHHON O0e30macHOCTH
U TIPUHATBHIM MEpaM 10 MX pa3pelieHuIo.

IloBbIlIEHNE OCBEIOMIEHHOCTH PA0OTHMKOB

B pamkax opraHuzani KOMIUIEKCHOI'O IPOTHBOJEHCTBHS yrpo3aM 0Oe€30MacHOCTH
nHpopmaIuu, ucxoaanmM ot paboTHUKOB ' BOY mkomer Nel65 momkHa MOCTOSHHO TTOBBIIMIATHCS
UX OCBEJJOMJIEHHOCTb B OOJIACTH 3aLIUTHI HH()OpMAITUH.

[ToBpimenne ocBegoMiaeHHOCTH paboTHUKOB ['BOY mikonsl Nel65 ocymiectBisercs:

no cymecrBytomiuM B ['BOY  mxkone Nel65 opranuzanmoHHO-pacnopsaAUTEIbHBIM
JOKYMEHTaM,

o npuMeHsieMbIM B ' BOY mkone Nel65 mepam 3amuTsl HHGOpMAIuy,

10 IPAaBUJIBHOMY HMCIIOJIb30BaHHUIO CPEICTB 3aIUThI HH(POPMALIUH.

7  3AKJIIOYEHHUE

[Ipn usmeHeHuu JeicTByrOLIEro 3akoHonaTenbcTBa Poccuiickoit Penepanuu B 001acTH
3amMUTHl UHPOPMAIUHU, a TAKXKE OPraHU3aIMOHHO-PACTIOPSAIUTENBHBIX TOKyMeHTOB ['BOY mikosmb
Ne165 nacrosimas [lonuTrka 1 u3BMEHEHUs K HEM MPUMEHSAIOTCS B 4aCTH, HE MPOTUBOpEYAIlleld BHOBb
MPUHATHIM 3aKOHO/JATENIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a TaKK€ BHYTPEHHUM JIOKYMEHTaM
I'BOY mikonsr Nel65.

Bce T1peGoBaHus, yCTaHOBIEHHBIE JEHCTBYIOIIMM 3aKOHOJATENILCTBOM  Poccuiickoit
deaepanuu, MO 3aKOHHBIMUA aKTaMHU U JJOTOBOPHBIMU OTHOIIEHUSIMH, a Takke moaxo1 ' BOY mrkomns
Nel65 k obecriedeHHIO COOTBETCTBHS 3TUM TPEOOBAHMSIM JOJDKHBI OBITh SIBHBIM 00pa3oMm
OIpEeENeHbl, JOKYMEHTUPOBAHBI U OJIJIEPKUBATHCS B AKTYaJIbHOM COCTOSIHUH.

I'BOY mxona Nel65 B IpHOPUTETHOM HANpPABIEHHUM JOJDKHA pPaccMaTpUBaTh IEPEXO]
K MPOrpaMMHOMY O0€CIICUEHUI0 OTEYECTBEHHOTO MPOU3BOIUTENS, BKIFOUCHHOT'O B €AMHBIA PEECTP
POCCHUUCKHUX TIPOTrpaMM il SJEKTPOHHBIX BBIYUCIUTEIBHBIX MAlIMH U 0a3 AaHHBIX. B Tom uucne
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYIOBAaHUS W MPOrpaMMHO-aMapaTHBIX CPEICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON PaarO3JIEKTPOHHON TPOTYKIIMH.

[lepecMmoTp u BHeceHHE U3MEHEHMI B HacTosmyro llonmuTuky ocymiecTBiIstOTCS
Ha MEepUOJIMYECKON U BHEILJIAaHOBOM OCHOBE.
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